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Company Information | 45 il Ologlse

Detail Juo il
Legal Name Toujan L.L.C-FZ
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License Number 2527856.01

Foundation Number 2527856

Address Meydan Grandstand, 6th floor, Meydan Road, Nad Al Sheba, Dubai, U.A.E.
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Company Website https://www.toujan.com

Product Website https://my-auto.co

Privacy Contact admin@toujan.com

1. Introduction | doudo

This Privacy Policy explains how Toujan L.L.C-FZ ("Toujan," "Company," "we," "our," or "us") collects, uses,
stores, shares, and protects information when you use our products and services, including:
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Our Products | lilsuie

Product Description
My-Auto Dealerships Dealer management platform (CRM, inventory, website)
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My-Auto Marketplace (Coming Soon) Consumer automotive marketplace
(Los9) 9391 Slo G osSdgiunal) Slylud] Goaw

Dealer Websites Auto-generated websites (* my-auto.co)
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https://my-auto.co/
mailto:admin@toujan.com
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This policy applies to all users of our services, including:

e Automotive dealerships and their staff
e Individual car buyers and sellers
e Visitors to our websites and applications
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2. Information We Collect | lgsozw (U Sloglaall

2.1 Information You Provide | lgoudi (VI Ologleall

Account Information:

¢ Name, email address, phone number

e Business name and trade license details (for dealers)
e Billing and payment information

e Profile photos and preferences
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Content You Create:

e Vehicle listings (photos, specifications, pricing)
e Messages and communications

e Reviews and ratings

e Service requests and inquiries
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2.2 Information Collected Automatically | LWlil dsasall Glogleall
e Device information (type, operating system, unique identifiers)

IP address and location data

e Browser type and settings

Usage data (pages visited, features used, time spent)

Cookies and similar tracking technologies
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2.3 Information from Third Parties | &JU Gl bi (o Glogleall

When you connect third-party services, we may receive:

e Social media profile information (Facebook, Instagram, TikTok)
e WhatsApp Business account information
e Payment processor transaction data
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3. How We Use Your Information | clilogles pasuuws waus

3.1 To Provide Our Services | liloas ayaiidl

e Operating and maintaining your account

Processing transactions and payments
e Providing customer support

e Delivering notifications and updates
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3.2 To Improve Our Services | liloos awsid
e Analyzing usage patterns
e Developing new features
e Conducting research and analytics
e Ensuring platform security
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3.3 To Communicate With You | el Joolgill
e Service announcements and updates
e Marketing communications (with your consent)
e Responding to your inquiries
e Legal and administrative notices
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4. Platform Integrations | Olada)l OMelST

4.1 Overview | dole 8,55

Our services integrate with third-party platforms to provide enhanced functionality. When you enable these
integrations, data is shared as described below.
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4.2 Meta Platforms (Facebook & Instagram) | (p)siuly &guwad) le Oladio

Data Shared:

e Business profile information

e Vehicle listings and photos

e Lead information from ads

e Page and post engagement metrics

Purpose | go,JI:

e Publishing vehicle listings to Facebook Marketplace | Wguwud Gow e Ollud] @ilgd s

e Posting inventory to Instagram | plisius] Lle ggjsed] jis
e Managing Facebook/Instagram leads | plsius]/gmsd (ro Guloizall eMosll 8)l0]
e Social media advertising | elaizxdl Juolgdl Jlwg e oMel

Your Control | cleS>u:

¢ You can connect/disconnect at any time in Settings | Ololacgl o g ST L8 Juaddlf byl cliSoy
e Disconnecting removes our access but doesn't delete data already on Meta | 3 (,SJ Wawg Jop Jwasll
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4.3 WhatsApp Business API | JlaclU luily dg=>lg

Data Shared:

Business profile and contact information
Customer phone numbers (with consent)
Message content and history
Message delivery/read status

Purpose | yo,JI:

Sending and receiving customer messages | eMo=l Jilw)y Jusiwlg Jlw)l
Automated notifications and updates | dglalidl Glya=idly Olylei)l
Message templates for common responses | dsilidl ogod J5lw I Cdlgd
Conversation history management | Gbolbwad] Jow 8yl0]

Your Control | cleS>d:

Customers must opt-in to receive messages | JilwyJl a5 e eMosdl @8lgy of cn

Customers can opt-out at any time by replying "STOP" | 5 oJb Ci8g i 8 Wiyl clel] eMasl) (Soy
"STOP"

Message history retained per our retention policy | Ly blas>¥l duwlw) 1889 Jilw ) Jowy Lasisg
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4.4 TikTok for Business | Jlacl Jgi el

Data Shared:

Business account information
Video content and metadata
Audience engagement data
Advertising performance metrics

Purpose | yo,JI:

Publishing vehicle showcase videos | Olluwdl poye Ologiaud s
Managing TikTok advertising campaigns | Jgi ¢l Olde] OMax> 8)l0]
Analyzing content performance | sgisall elof Julsi

Lead generation | uloisadl eMasll augi

Your Control | dlasS>u:

Connect/disconnect in Settings | Olslaeyl o Juadllfloy)JI
Control which content is shared | <Ll sgizeall ($ oSl
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4.5 Payment Processors | 83| >Jlso
Data Shared:

e Billing contact information
e Payment card details (processed securely, not stored by us)
e Transaction history

Purpose:

e Processing subscription payments
¢ Managing billing and invoices
e Fraud prevention

5. Data Protection & Security | le¥lg GULJI Glo>

5.1 Our Commitments | Lilel;Jl

WE DO NOT AND WILL NEVER: - iwsi poii oJg ¥ oo

X Prohibited sobiwe
Sell your personal data to third parties B Blyb¥ dpasuidl bbly gu
Share customer leads with competitors Oemdliadl 2o Gilaizall eMosll &)L
Use your data for unauthorized purposes o oot p1ed bbby plasuiwl

Access your data without legitimate purpose Eopine 2yE poy libily L Jewogll

5.2 Security Measures | g3l Olely=]

e Encryption: TLS/SSL for data in transit, AES-256 for data at rest

e Access Control: Role-based permissions, multi-factor authentication
e Infrastructure: Secure cloud hosting with redundancy

e Monitoring: 24/7 security monitoring and threat detection

e Audits: Regular security assessments and penetration testing
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5.3 Data Isolation | GLLJI Jj=



Each dealer's data is logically separated

No cross-dealer data access is possible

Customer data belongs only to the collecting dealer
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6. Data Sharing & Disclosure | 2Lad3lg OUluJI ds)live

6.1 We Share Data With | g0 SULJI &JyLis

Recipient Purpose

Service Providers Cloud hosting, analytics, support

Payment Processors Billing

Platform Partners Integrations (Meta, WhatsApp, TikTok)

Legal Authorities When required by law

6.2 We Do NOT Share Data With | ge SULJI &J,Lis 3

Advertising networks (for profiling)
Data brokers

Competitors

Unauthorized third parties
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7. Your Rights | cl9g8>

Data Shared
Operational data
Payment information
As described in Section 4

As legally required

You have the following rights regarding your data: ¢lilly goguasy Ul Gab=dl clhal:

Right & How to Exercise
Access Jaogll Request a copy of your data
Correction Zasuaill Update inaccurate information

Deletion Wil Request data deletion



Export Rauaill Download your data in portable format
Objection uol el Object to certain processing
Withdraw Consent d89lgall Coew Revoke previously given consent

Disconnect Integrations OVl Jund Remove third-party platform connections

To exercise your rights: Contact admin@toujan.com go Juolgi :eh8gé> duwylaa admin@toujan.com

We will respond within 30 days. logs ¥ J{5 0.

8. Data Retention | SULJL blai>I

Data Type Retention Period
Account data Duration of account + 30 days
Transaction records 7 years (legal requirement)

Messages/Communications 2 years or until deletion request
Usage logs 1year

Marketing preferences Until withdrawn

Upon Account Termination | oluadl slgi] wic

e You have 30 days to export your data

e Data is deleted within 30 days after export period
e Some data retained for legal compliance
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9. Cookies & Tracking | guiidlg bld 2l oy i Slako

9.1 Types of Cookies | b3l =i Glaks glgii

Type Purpose Can Disable?
Essential Authentication, security No
Functional Preferences, settings Yes
Analytics Usage statistics Yes

9.2 No Advertising Cookies | avde] bli)l =i Olale 3
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We do not use third-party advertising or tracking cookies for profiling purposes. blj)l a5 Olale pasdins 3
castadll 2123 2 of ddel.

10. International Data Transfers | aJguJl SULJI J&

Your data may be processed in data centers outside the UAE. We ensure:

e Adequate protection through contracts and security measures
e Compliance with UAE data protection requirements
e Equivalent security standards maintained globally
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11. Children's Privacy | Jlub3l duogos

Our services are not directed at individuals under 18 years of age. We do not knowingly collect personal data
from minors. If you believe a minor has provided data, contact us for deletion.
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12. Legal Compliance | g5l JUio¥|
This Privacy Policy complies with: go odn dpoguasdl duwluw Gl
e UAE Federal Decree-Law No. 45 of 2021 (Personal Data Protection Law)
e DIFC Data Protection Law
e UAE Telecommunications Regulatory Authority guidelines
e Meta Platform Terms and Data Policy
e WhatsApp Business Policy
e TikTok for Business Terms
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13. Changes to This Policy | dwlwdl 0dn e Ol juusid]



We may update this policy from time to time. We will notify you of significant changes via:

e Email notification
e |n-app notification
e Updated "Last Updated" date
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14. Contact Us | Lo Juail
Toujan L.L.C-FZ é)> dihis - p.p.d.0b ¢lzgs
Privacy Inquiries | avogasdl Olyludiwl:

e Email: admin@toujan.com
e Phone: +971 54 888 0443

Address | ¢lgi=ll: Meydan Grandstand, 6th floor Meydan Road, Nad Al Sheba Dubai, U.A.E.
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We will respond to all inquiries within 30 days. logy ¥ JM5 Ol)ludiwdl 2oz Lle oy,

Summary | gesdo

Commitment plid¥l
Your data is encrypted and secure diolg 8yaie Libly
We never sell your data Tool elbbly gus ¥
We never share leads with competitors Omdliadl o Gulaisall eMosdl &ylis ¥
You control platform integrations Olatedl OMolSs b @S il
You can export your data anytime Cdg T LB elibly jauss cliSoy
You can delete your data on request cdbdl vie bl Wi elisay

We comply with UAE data protection laws a5l Lol OULI dlo> Guilgdy pyils

This Privacy Policy is provided in both English and Arabic. In case of any discrepancy, the English version
shall prevail.
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